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http://drive.google.com/file/d/12_IHIjw6pcXF2eREJZRktdggTcluhW67/view
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“I'm not intimidated by ML."

|"

“I have performed ML-based testing

>
Takeaways

“ understand the limits and

possibilities of ML for testing.”

sting Software with ML
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Features

Complexity increases
exponentially as new features
and states combine

Test coverage grows linearly
because tests can only be
added one at a time

Complexity / Coverage
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Desktop

Exponential

Web

Product Complexity

B

Mobile

Cloud
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ML
Replicates Human Actions

Finally a tech to HELP Testing
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Why Now?

1980s and 1990s
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--Jeff Dean, Al Frontiers
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Human

e Looks at Screen

e Sees all the ‘Elements’

e |dentifies elements by
name/function

e Decides what to do next..
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Object

Detection
13
Objects
Detection
14

owfs'a thetime

adeckout your dorm
T o

Shop by Department

Search and browse items

Savings Catcher

Save more & enjoy InstaWatch

Rollbacks

Low prices just got lower

Weekly Ad

Set your store to find great savings!

1-Hour Photo

Order mobile photos for plckup

Gift Reaistrv

CLOUD AUTOML
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https://cloud.google.com/vision/

AutoML ‘ ‘ ‘ A
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Yoad
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Object Detection*

Label Detection

Web Locations

Optical Character Recognition
Handwriting Recognition

Logo Detection

Landmarks, Faces, Content Moderation
REST API
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Upload Screenshot

ot

AutoML

Try the API ‘ i"" g &

Insight f

e
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Web Document Properties Safe Search
Web Entities
Mobile app 0.888
0.6196
Walmart 0.6129
Shopping App 0.6121
Android 0.5563
iPhone 0.54758
Web Application software 0.537
Web page 0.44952
Savings Catcher Online advertising 0.39151
e g Image 0.3401
0.3192
Rollbacks :
Low prices just g¢ Shopping 0.313
Tablet Computers 0.2982
Weekly Ad Gift 0.295
| L Y A Mobile Phones 0.12842
1-Hour Photo
" Pages with Matched Images
Gift Reqistrv
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Questions

Questions
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Are you surprised the ML figured out this was
the Walmart app?

Are you surprised the ML realized this was a
mobile app/screenshot?

10
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Questions

Questions

Why do you think the ML Thinks this is
‘Online Advertising™?

What did the ML miss?

3/30/2019
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Web Document Properties Safe Search
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o aecKout your dorm
+Block 2

..53%11:01 AM

. S—

Shop by Department
Document H i o o
‘ Rollbacks +Block 4
s Beamh n g o) College . Now ' s the time
‘WeeklyAd‘j e ‘ to deck out your dorm
T-Hour Photo_
= : ‘ il Shop by Department Search and bro
“ [—}%Reﬂ‘stw 7 wse items 7
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, Are you impressed that the ML could find so
Questions . -
many elements from just a Screenshot”
similar to the human eye/brain?
24
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What types of elements did the ML recognize
that your brain did not?

Questions

25

What types of elements did the ML recognize
that a typical code/DOM-based analysis
might have missed?

Questions
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What types of elements did the ML miss, and

Questions . hy do you think it missed them?
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, How could this data help “Manual Testing™?
Questions

28
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Did the ML find the shopping cart as we'd
hoped?

Questions

29

How could this ML response be useful in
testing even if it didn't find the shopping cart,
or ‘every element’?

Questions

30

15



31

32

JSON

JSON

{

Web Document

* todeckout your dorm

E Shop by Department

R ... 9 Savings Catcher

Rollbacks
N Weekly Ad
- 1-Hour Photo
B Gift Reqistrv
Shot 2019-0 at PM.png

“"description": "Gift",
“"boundingPoly": {
“"vertices": [

o

Properties

"labelAnnotations”: |

"mid": "/m/07sénbt”,
"de:

/m/0

3ggShm”,
": “Pont",

"/m/03senj",
. "Line”,

"/m/03bt1lgh",
iption": "Games",

3/30/2019

Safe Search
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r
"safeSearchAnnotation": {
"adult": "VERY_UNLIKELY",

Safe Search “"spoof”: "VERY_UNLIKELY",

"medical": "VERY_UNLIKELY",
"violence": "VERY_UNLIKELY",
“"racy": "VERY_UNLIKELY"

},

33

, How could safe search help app testing?
Questions

34
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Google App

35

36

Logos Web Document

Properties

TP rT T T————

[Keep up with what

Screen Shot 2019-03-29 at 10.58.24 PM.png

Logos Web Document

Keep up with what

matters to you

,4 5 .
ﬂ : - -
s o . T

Screen Shot 2019-03-29 at 10.58.24 PM.png

Google 17 + Search news ,

nd videos Google LLC

matters to you +Block 2
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Safe Sea

images a

# 4 in Utilities **** 4 7,213 .1

K Ratings

google

Properties

Sa




Web
37
Facebook
App
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Document Safe Search

Logos Web Properties

[e]

;

Vision API| - Image Content Ana x

G Google

] ool el Bzl

google_home_screen 2.png

bels Logos Web Document Properties

Facebook 12 + Facebo

# 2 in Social Network
1,269 . 1K Ratings

Free . Offers In - App

Screenshots

facebook_app.png
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Trump’s victory laf) S S
clouded by chaos.

CNN

39

Faces

Face

Detection

40

Web Document

+Block 1
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Properties Safe Search

Vision APl - Image Content Ana x

s

et e s C CNN -

°
cnn.png +Block 4
+
Labels Web Document

Trump's victory lap ==

oy ﬂ

cnn.png

Breaking News , Latest X

Properties Safe Search
Joy EEENR Likely
Sorrow Very Unlikely
Anger Very Unlikely
Surprise Very Unlikely
Exposed Very Unlikely
Blurred Very Unlikely

Headwear [l H H B B Verylikely
Roll: -1°  Tilt: 8° Pan: 1°

Confidence 83%
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15 Min

Exercise
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<Your App Here>

Share thoughts Applying ML to your app!
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Still didn't find that shopping cart...

Google can't find it--how can we?
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We build our ‘own’ ML for testing

STPCon: Testing Software with ML
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Train Guess/Test Features Images

A Cart?
Not A Cart?

%

AverageCoIor
NumberOfEdges
128 X 128 Pixels
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STPCon: Testing Software with ML

mute

refresh

share

ticket

notification

reply

signal

trash

other

rewind

sort

trophy

overflow_menu

save

tag

twitter

play

search

television

unlock

printer

send

text

upload

3/30/2019

qr_code

settings

thumbs_up

user

24



3/30/2019

=)
-

Convolution
AvgPool
MaxPool
Concat
Dropout
® Fully connected
& Softmax
O
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Individual Label Thresholds
10
fingerprint:  0.8000 1.0000 0.9375
google 0.7800 1.0000 0.8462
fab: 0.4600 0.9000 0.9310
barcode:  0.3600 0.8767 0.9412
eye: 0.4800 0.9459 0.8621
08 thumbs_up : 0.4000 0.9478 0.8516
trophy:  0.4600 0.9466 0.8322
8 2 0.3400 0.9213 0.8305
e car 0.3000 0.9373 0.8154
Q * 0.2800 0.9405 0.8000
g calculator 0.3400 0.8875 0.8458
€ s globe:  0.4400 0.9362 0.7942
(=} * cart 0.4000 0.9539 0.7708
o X airplane:  0.3800 0.9388 0.7814
x facebook:  0.4600 0.8222 0.8810
> light_bulb: 0.3800 0.9595 0.7532
o - profile_avatar:  0.8600 0.8500 0.8500
© o4 qr_code 0.2800 0.8505 0.8476
= tuitter: 0.7000 1.0000 0.7143
o] camera:  0.3200 0.9419 0.7390
<
02
0o
00 02 04 06 08 10
repl 0.2800 0.6300 0.5354
maximize 0.4600 0.6984 0.4536
: 0.6800 0.7714 0.3971
10 chart 0.2800 0.6286 0.4531
external link:  0.5000 0.6667 0.4211
8 larm: 0.3200 0.6495 0.4254
o inbox:  0.3000 0.3902 0.5291
3 6 delete: 0.3600 0.5350 0.3627
S arrow_right:  0.2200 0.3714 0.4375
4 upload 0.3200 0.2698 0.5690
2 gmail: 0.0200 0.3333 0.1250
VI:D 08 10

Thresholds
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with ML
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F1 Score (thanks wikipedia)

relevant elements

false negatives true negatives

° 4 ° o o

true positives = false positives

1y 1

recall™ + precision™ precision - recall

2 . precision + recall’

selected elements

@
S
a
o
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i Precision =—— Recall = ——
o
I
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&
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F1 at test.ai Today

Test the classifier on 1747 vapor validation Test the classifier on 76 log-in screenshots
samples: F1 score (97%). that Yash collected: Accuracy: 97%;
pracision recail, Eicacore; |support f)nIyZm/’scIaSSIﬂed as ‘sign_in_up_options’ and
‘unknown’.
_negative 0.85 0.85 0.85 48 , I o e .
['login', 'login', 'login', 'login',
app_message_popup 0.99 0.99 0.97 78 'sign_in up options', 'login', 'login', 'login',
article 0.96 0.9] 0.94 176 ".ogi;',_'l;gin', 'login', 'login', 'login', 'login',
home 0.99 0.9¢ 0.99 524 "login', 'login', 'login', 'login', 'login',
login 0.98 0.99 0.99 187 'login', 'login', 'login', 'login', 'l .
menu_drawer 1.00 0.99 1.00 106 'login', 'login', 'login', 'login', 'login',
search 0.99 0.9% 0.97 149 'login’, 'login', 'login', 'login', 'login',
search_results 0.96 0.9¢ 0.97 134 'login', 'login', 'login', 'login', 'login',
settings 1.00 1.0 1.00 76 'login', 'login', 'login', 'login', 'unknown',
. sign_in up options 1.00 1.0¢ 1.00 64 'login’, 'login', 'login', 'login’, 'login',
b system_permissions_popup 1.00 1.0 1.00 205 "login’,, “logial,, "logint, ‘login’, 'login’,
£ 'login', 'login', 'login', 'login', .
. micro avg 0.98 0.97 0.98 1747 g e OgHRL LB, Hegint Hioginty
g macro avg 0.97 0.9¢ 0.97 1747 egin']
§ weighted avg 0.98 0.97 0.98 1747
jal samples avg 0.97 0.97% 0.97 1747
s

STPC
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Now we can see shopping carts--and

more!

with ML

sting Software

TPCon: Te:

S

Branch: master v  appium-classifier-plugin / lib / labels.js

W ilipps initial commit

1 contributor

111 lines (109 sloc) 1.36 KB

const LABELS = [
" unclassified",
“add",
“airplane",
"alarm",
"arrow down",
"arrow left",
“arrow right",
"arrow up",
“attach",
"bag",
"barcode",
"battery",
"bluetooth”,
"bookmark",
"brightness",
"calculator",
"calendar",
“call",
“camera®,
“car",
“cart",
"chart",
"check mark",

Helarkn

4
it
o
o
a
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I
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Open Source: Code and Data

Build Classifier

To build the classifier from the provided images run the following.

python retrain.py -—image_dir training_images/ —-output_graph output/saved_model.pb —--output_labels
output/saved_model.pbtxt —--how_many_training_steps 4000 --learning_rate 0.30 --testing_percentage 25 —-—
validation_percentage 25 --eval_step_interval 50 --train_batch_size 2000 —-test_batch_size -1 ——

>

validation_batch_size -1 --bottleneck_dir /tmp/bottleneck

Run Classifier

To use the classifier to classify images, run the script under sample_run/ directory.

python run_model.py cart.png
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What does your app have that
Your App’s the open source classifier

Elements? doesn't?

58
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1. Find An Element in your
app that isnt in the
standard list.

vourApp's 2. Getan image of this from
Elements? your app.

3. Get similar images on the

web

59

Add: “Moments/Lighting” Button

%

B

& https://twitter€om

ments QJ Motifications U Messages

o
2

STPCon: Testing Software v
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Search for Similar Icons on Web

A X ERE AN I
15 41 ORES O
kS 7 47 4%& 560
491_‘9 ’/ & %
£ £ r155 s 4 4 22

Tip: Extension to Download All

=2 Download all Images m
*# 53 | Photos | 2

3/30/2019
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STPCon: Testing Software with ML
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Add folder called "Moments” with Images

Moments
il = D ol | 3=~ | 8 v Q

mages (1).jpeg  images (1).png  images (2).jpeg  images (2).png  images (3).jpeg  images (3).png  images (4).jpeg  images (4).png  images (5).jpeg  im:

P @ % x ¥ ¥

nages (8).jpeg  images (8l.png  images (9).jpeg  images (9).png  images (10).png  images (11).png  images (12).png  images (13).png  images (14).png in

Later )
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W sample_run — -bash — 105x

Chriss-MacBook-Pro:sample_run chrisnavrides$ I

Retrain the ML

Build Classifier

To build the classifier from the provided images run the following.

python retrain.py -—image_dir training_images/ —-output_graph output/saved_model.pb —-output_labels
output/saved_model.pbtxt ——how_many_training_steps 4@@@ —-learning_rate @.3@ —-testing_percentage 25 ——
validation_percentage 25 ——eval_step_interval 5@ --train_batch_size 2088 —test_batch_size -1 —
validation_batch_size -1 —-bottleneck_dir /tmp/bottleneck

Run Classifier

To use the classifier to classify images, run the script under sample_run/ directory.

python run_model.py —image cart.png

33
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Share with the World!

Eriecren Brgkrn - Madknipiece g

Join GitHub todsy

test.ai Classifier Builder

g
o
3
o
<
g
g
5
(V)
a
[%]

Run Classifier

() whonHue  Enterprise Explore - Marketpiace Pricing Signin | Sign up
tdotal / appium-classifier-plugin Owich 19 ks 69 Yhox 18
© Coda ues & wosts 0 ojects 0 i
a9 20 L] a: s

5 README.md

Test.ai Classifier Plugin for Appium

This is an experimental plugin for Appium that enables test automation of mobile apps using Test.ai's machine-learing
elements using a semantic label (like “cart” or “microphone" or “armow”)

‘element type classifier. It allows you to find App

instead of having to dig through your app hierarchy. The same labels can be used to find elements with the same general

shape across different apps and different visual designs.

f you haven't worked with Appium element finding phugins before, you should first check out the Appium element finding

https://github.com/testdotai/appium-classifier-plugin
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Performance
Analysis

K-Means Clustering

35
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K Means

[ XX ) |#] kmeans.py — Documents Add License

kmeans.py +

from pandas import DataFrame
import matplotlib.pyplot as plt
from sklearn.cluster import KMeans

Data = {'msg/s
‘latency':

12
13v def ( k}z
14 df = DataFrame(Data,colum ['msg/s’, 'latency'])

kmeans = KMeans(n ers=k).fit(df)

plt.scatter(df['msg/s'], df[*latency'], c= kmeans.labels_.astype(float),
print(kmeans.labels_.astype(float))

plt.title('KMeans Server Performance Analysis K=' + str(k))
plt.ylabel('latency (ms)')

plt.xlabel('msg/s")

plt.show()

plot(Data, 2)
plot(Data, 3)

Line: 15:3 | Python £ | SoftTabs: 2 v | %§ 3| plot(Data, k) <

STPCon: Testing Softwa

Auto Identify Differently Behaving Servers

[ XX ) Figure 1

KMeans Server Performance Analysis K=2

7000 4

6000

5000 4

latency (ms)

w &

=1

=1 8

=1 =1
L L

2000 + [

1000 | ®

[} 10 20 30 40 50 60 70
msg/s

x=65.1928  y=6640.19

o
%
8
o
2
Q
=
5

STPC
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Auto Identify Differently Behaving Servers

[ X X ] Figure 1

KMeans Server Performance Analysis K=3

7000 |
6000 |
5000
E
q S
I
2
bj
= 3000 A
2000 ®
®
a o
< 1000 | °
3 ®
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What data might be interesting to cluster on
your team?

Questions Perf
Stress

Crash logs
Test Results
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Your
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