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Testing Software with ML

Jason Arbon
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“I’m not intimidated by ML.”

“I have performed ML-based testing!”

“I understand the limits and 

possibilities of ML for testing.”
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Why ML?
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Desktop

Web

Mobile 

Cloud
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Product Complexity
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ML

Replicates Human Actions

Finally a tech to HELP Testing
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Why Now?
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--Jeff Dean, AI Frontiers
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Element 
Selection
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Human
● Looks at Screen
● Sees all the ‘Elements’
● Identifies elements by 

name/function
● Decides what to do next...

ST
P

C
o

n
: T

es
ti

n
g

 S
o

ft
w

ar
e 

w
it

h
 M

L
ST

P
C

o
n

: T
es

ti
n

g
 S

o
ft

w
ar

e 
w

it
h

 M
L

ST
P

C
o

n
: T

es
ti

n
g

 S
o

ft
w

ar
e 

w
it

h
 M

L

11

12



3/30/2019

7

Object

Detection

?

Objects

Detection
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AutoML

https://cloud.google.com/vision/
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Object Detection*
Label Detection
Web Locations
Optical Character Recognition
Handwriting Recognition
Logo Detection
Landmarks, Faces, Content Moderation
REST API
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AutoML

Upload Screenshot

Web
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Questions
Are you surprised the ML figured out this was 
the Walmart app?

Questions
Are you surprised the ML realized this was a 
mobile app/screenshot?
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Questions
Why do you think the ML Thinks this is 
‘Online Advertising’?

Questions What did the ML miss?
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Document

Questions
Are you impressed that the ML could find so 
many elements from just a Screenshot?  
similar to the human eye/brain?
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Questions
What types of elements did the ML recognize 
that your brain did not?

Questions
What types of elements did the ML recognize 
that a typical code/DOM-based analysis 
might have missed?
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Questions
What types of elements did the ML miss, and 
why do you think it missed them?

Questions
How could this data help “Manual Testing”?
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Questions
Did the ML find the shopping cart as we’d 
hoped?

Questions
How could this ML response be useful in 
testing even if it didn’t find the shopping cart, 
or ‘every element’?
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JSON

JSON
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Safe Search

Questions
How could safe search help app testing?

33

34



3/30/2019

18

Google App

Logos
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Web

Facebook

App
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CNN

Face

Detection
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15 Min <Your App Here>

Exercise Share thoughts Applying ML to your app!
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Still didn’t find that shopping cart…

Google can’t find it--how can we?
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We build our ‘own’ ML for testing
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Features Images

AverageColor

NumberOfEdges

128 X 128 Pixels

Train              Guess/Test

Not A Cart?

A Cart?
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Arrows
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Share Buttons
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F1 Score (thanks wikipedia)
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F1 at test.ai Today
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Now we can see shopping carts--and 

more!
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Open Source: Code and Data

Your App’s 

Elements?

What  does your app have that 
the open source classifier 
doesn’t?
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Your App’s 

Elements?

1. Find An Element in your 
app that isn’t in the 
standard list.

2. Get an image of this from 
your app.

3. Get similar images on the 
web
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Add: “Moments/Lighting” Button
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Search for Similar Icons on Web
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Tip: Extension to Download All
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Add folder called “Moments” with Images
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Later :)
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Retrain the ML
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Share with the World!

https://github.com/testdotai/appium-classifier-pluginST
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Performance 
Analysis
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K-Means Clustering
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K Means
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Auto Identify Differently Behaving Servers
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Auto Identify Differently Behaving Servers

Questions

What data might be interesting to cluster on 
your team?

Perf
Stress
Crash logs
Test Results
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Your
Testing Problems 

AI Applicable?
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Test 
Generation
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